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Motivation

I How many logins do I have to keep in my head!?!?!?!

I New server automatically = new user management

I Untrustworthy networks



Introducing SFS

I Self-certifying File System

I User authentication is decoupled from file system

I Portable implementation (using NFS 3 for access)









How to authenticate users?

I sfsagent - keeps user’s private keys (signs authentications etc.)

I authserv - maps public keys to user credentials (server side)



Syntax



Protocol

I Negotiate session keys

I Server constructs authentication request for client to sign

I Client signs, and is good to go



SFS key negotiation



SFS user authentication



Cryptography used

I Rabin for public key cryptosystem

I SHA-1 message authentication

I Blowfish to encrypt file handles

I ARC4 (or RC4) - stream cipher



Performance and Evaluation



Performance and Evaluation



More benchmarks



More benchmarks



More benchmarks



Vulnerabilities

I NFS server - file handles, open ports

I Other usual vulnerabilties - implementation bugs, insecure
client, etc.



My questions for you

I What’s the most expensive part of the end-to-end sequence?

I Can I also use this for logins and other user authentication?

I What do we use around UBC? (CWL?)


